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System Installation

Requirements and Preparations

The sentinel system is composed of physical device controllers and a software
server. The software server is based on the IS web server, and as such, it will only
run on computers able to run IIS. The most recommended operating system is
Microsoft Windows Server 2003, but for small organizations it is also possible to

run it under Windows XP Professional.

1. Install 1S (Internet Information Services) on the server system. For more
information check Microsoft web-site

(http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs

2. Install Dot.Net framework 2.0
(http://www.microsoft.com/downloads/details.aspx?FamilylD=0856EACB-
4362-4BO0D-8EDD-AAB15C5E04F5&displaylang=en)

Installing the software

3. Run SETUP.EXE from the Sentinel installation directory and follow the
directions on screen. It is preferred that you'll keep the default directories

during the installation process.
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4. Go to "Services" (Start = Settings - Control Panel = Administrative Tools

—> Services), Start the Sentinel service by right clicking "Sentinel” and choose

the "Start" option.

Filz  Action Wiew Help
& = |@ 2 »
l% Services (Local) hame | Diescription | Status | Startup Type | Log On s »
%QDS RSP Provides n... Manual Local System
%Remote Bccess Aok, Createsa .., Manual Local System
%Remote Access Con,,, Createsa...  Started Manual Local Syskem
%Remote Desktop He,,, Manages a... Manual Local Syskem
%Remote Procedure ... Providesth,., Starked Autarnatic Metwaork 5.,
%Remote Procedure ... Manages k... IMarual Metwork 5.,
% Remote Registry Enables re...  Starked Aukamatic Lacal Service
% Removable Storage Manual Lacal System
%Routing and Remot...  Offers raut,., Disabled Laocal Syskem
%Secondary Logon Enables st,..  Starked Automatic Local System
%Security Accounts .., Stores sec,,,  Started Aubornatic Local Syskem
%Security Cenker Monitors 5., Starked Aukornatic Local System
Sentinel - Aukomatic n
%Server ... Sharked Autarnatic Local Systemn
% ServiceLayer : Started Manual Local System
% Shell Hardwar) Started Autarnatic Local Systern
% Smart Card IMarual Local Service
% 550P Discove Started Manual Local Service v
{ Extended }\ St all Tasks »
Start service Sentinel on Local Computer Rafrsch

5. Goto IS Settings (Start > Settings = Control Panel - Administrative Tools

—> Internet Information Services). Expand "Local Computer\Web Sites\Default

Web Site". Right click "Sentinel™ and choose Properties".

¥ Internet Information Services
File  Action Wiew Help
& - @ X £

Inkternet Information Services Marne Pat #
- ) MARVINIUNIOR. {local computer) (Japp_Data
=] Weh Sites Cbin
| gl Default Web Site CPictures
¥ @ II5Help @ bkgnd-0.prg
+ % Prinkers @ blkgnd-3.png
1 w .
w.[ a5 Explore bkgnd-&.png
w0 sp|  Open bkgnd-2.png
w (] HF  Browss Default, aspx
[ s R Devices aspx
hew DeviceviewEdit, aspx
All Tasks : DeviceYiewlnsert, aspx
View y | Header.ascx
Hiskary , aspix
Delete Log.aspx
Refresh Masked. js
Export List. .. MyMeny. ascx
Properties Precompiledfpp. config
Printers, aspx 3
>

Opens property sheet For the current sele
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6. Goto "ASP.NET" tab and make sure that the ASP.Net Version is 2.X

Sentinel Properties 2 x|
Yirtual Directory | Documents I Directony Security I
HTTP Headers I Custom Errors ASPMET
Microsgft
Agp. net
ASP.MET versior: =l
2.0.50727 |
Virtual path: EERGE)
File location: IC:'\inetpub'\wwwmot\sentinel'\web.config
File creation date: |2E£UBIEUD? 15:40:08
File last modified: |2EHUBIEDD? 15:40008
Edit Configuratiar.. |
0K I Cancel | Apply | Help |

7. Go to the "Directory Security" tab and click the <Edit> button.

Sentinel Properties 2]
HTTF Headers I Cusztomn Errorg | ASP.MET |
Yirtual Directany I Documnents Directory Security

—Anonymous access and authentication contral

authentication methods for this resource.

! Enable anonymouz access and edit the

- IF addiess and demain name restrictions

[arant ar deny aceess to this resource using
|F addresses or intermet domaim names.

Edit... |

 Secure communications
Require zecure communications and 5 Certificat
enatble client certificates when thiz 237 Lariisdiz..
1esouIce iz accessed. ; b
Wiew Certificate. . |
Edit... |

ar. Cahcel | Spply | Help |
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8. Uncheck the "Anonymous access" check-box and check "Integrated Windows
Authentication”. Click <OK>

Authentication Methods x|

|I &nonymous access i

Mo user namepassword required to access this resource.

Account uzed far anonymous access:

User name:  [IUSR_KIDAN Braowse... |

Pazsword: Iruu"noooooo

¥ | &llav 15 to control pazsword

r Authenticated access

Far the following authentication methods, user name and passward
are reguired when

- anonymous access is disabled, or

- access is restricted using MTFS access control lists

™| Digest authentication for Windows domain senvers

[ Basic authentication [password is sent in clear text]

Default domair: I Select.. |
Realm; I Sglect. . |

||7 Integrated Windows authentication |

Ok I Cancel | Help |

9. Expand the "Sentinel" branch, click on "App_Data". Right click

"Sentinel.mdb" and select "Properties".

*% Internet Information Services

File  fAction  Wiew  Help
& (@ X £
Internet Information Services Mame | Path
= g MARMIMIIMIOR (local compuker)
[ Web Sites ©OpeEn
= @ Sentinel.mdb Bramse
-y Default Web Sike
+ - TIsHelp All Tasks  »
+ Printers
= Sentinel Delete
+-[[7] App_Data Rename
+-_1 bin Refresh
+-[_] Pictures —
+-[_7] aspnet_client rope
+( sp Help
+-[_7] HP-¥pres
+ D 5
< [E)E2 I >
IOpens property sheet For the current sela
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10.0n the "File" tab check the "Write" checkbox.

Sentinel.ldb Properties

File |File Security | HTTP Headers || Custom Errors | ASPMET

Ywhen connecting to this rezource, the content should come from:

() A redirection ta a URL

Local Path: |
[] 5ciipt source access Log visits
Read

[ ]9 ][ Cancel ]

11.Repeat this process with the file "Sentinel.ldb" as well. If the file "Sentinel.ldb"
doesn't exist, start the "Web Sentinel™ by selecting (Start - Programs -
Sentinel > Web Sentinel). Ignore the errors (if any such appear) and close the

browser window. The "Sentinel.ldb" file should appear now.
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12.Go to the 11S Sentinel folder (default directory is
"C:\Inetpub\wwwroot\Sentinel\") and enter the "App_Data" folder.

Right click "Senitnel.mdb" file and choose "Properties".

=T
File Edit Wiew Favorites Tools Help | l';'
G Back - J = l? /.:\J Search i Folders E-
Address I]fl Cii\InetpublwawwrootSentinel App_Data j Go
: 9 Sentinel
File and Folder Tasks 2 Ii’j_ka Microsoft Office Access Recor, .
1KB
IEE Renarme this file

[& Morve this File = ek
D Copy this fil .

¥ Publish this file to the Web
() E-mail this file Open With. ..

et this fil B add to archive. ..
X Delete this il B add to "Sentinel.rar"

B Compress and email. ..

Other Places ~ B Compress ta "Sertinel.rar" and email
() Sentinel Send Ta '
E, My Documents Cut
5 Shared Documents Copy
,_-J My Computer Create Shorteut
\g My Network Places Delete
Rename

«®

Details

Make sure that the "Read-Only" checkbox is unchecked.
20 x|

General |

EB | Sentingl
Type of file:  Microsoft Office Access Application

Opens with: @ Micrasaft Office Acces: Change... |

Location: Ci\Inetpubiwwwroot! Sentineliapp_Data

Size: 428 KB (438,272 bytes)

Size on disk: 448 KB (458,752 bytes)

Created: Nk 25 UDiA 2007, 14:56:36
Modified: wASE O 04 20ST 2007, 22:14:36

Accessed: wAe O 04 20sD 2007

Attributes: vV archive

(84 I Cancel | apply |

Go to the "Security" tab (if exists in your windows), Click on "Everyone™ and
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select "Full Control" from the list below

Sentinel.ldb Properties

| General | Security | Summary

Group of user names:
ﬁ.ﬁdrnsllams [MARVINJUMNIOR \&dministrators)
il
€ Intemet Guest Account [MARVINJUNIDRVUSR_MARVIN...
ﬂ Launch lI5 Process Account [MARVINJUMIOR\MaAM_Ma
€ SYSTEM
ﬁ Users (MARVINJUMIOR U z2rs)

Pemissions for Everyone Bllow Deny

[ Ful Contral |
Modify
Read & Execute

Read
Wiite
Special Permissions

O000oa

For special permissions of for advanced settings, _
cick Advanced jduaoeed

[ 0K, ][ Cancel }

13.Repeat the process for the file "Sentinel.ldb™ as well.

14.Start the Registry Editor (by clicking Start = Run, and typing the command
REGEDIT). Go to following registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\Sentinel

right click it and select "Permissions..."

&’ Registry Editor : i =] B
File Edit Wiew Favorites Help

{:l PCSuite ;l Marme Type | Data

{:l POFZnake (Default) REG_SZ {vvalue not set)

{:l Policies

----- D Program Groups

(-1 RennieGlen

Collapse
Mew »
- Find...
M- SourceC Delete
-1 5Ps Renams
- Symante
- SymDeb  Export
£

f-{_1] TIEBO Permissions. ..
S wholese
-2 Window,__ S0P Key Hame

[+ SYSTEM
-2 HKEY_USERS
-] HKEY_CURRENT_COMFIG

< | o |

[y ComputeriHKEY_LOCAL MACHINE\SOFTWARE | Sentinel

N =
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Allow all users (Everyone) Full Control over this registry key.

Permissions for Sentinel e

SecLrity |

Group or user names:

€7 CREATOR OWMER

| Everyone

ﬁ Power Users [KIDAMPower Users)

ﬁ Adrinistrators [KIDAN \dministrators) -

CvETER il
4 |

Add... | Bemove |
Permizzions for Everyone Aillons Dery
I Full Cattral ; O
Read O
Special Permizsions O O

For zpecial permiszions or for advanced settings, Advariced |
click Advanced. =

| k. I Cancel | Apply
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Checking the installation

It is now time to check the server installation.

Click "Start - Programs - Sentinel - Web Sentinel", or go to

http://localhost/Sentinel in your web browser.

After a short time you should see a web page similar to the one below.

Congratulations! Sentinel is up and running!
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Firewalls

A Firewall is a device or software designed to block un-authorized
communication. Some systems (such as Windows XP) have built-in firewall
software that blocks Sentinel's communication. If a firewall is installed on the

server/client's computer, it must be configured properly before use.

The server and clients/devices needs ports 7001/7002 UDP/TCP open for correct

communication.

If you wish to connect to the web server from a remote machine you will need to

open the IIS server port as well (usually 80/TCP).

We provide a script that can be used to automate the port opening process for
"Sentinel” on Microsoft Windows Firewall service. The script (Firewall.bat) can

be found on the installation directory (default to "C:\Sentinel\").

o | CAYINEP system 32 cmd.exe

C:stemps~temp>f irewvall

Thiz script will automaticly open Sentinel ports in Windows Firewall.
The script will add 4 settings to your system overall.
For more information please refer to Sentinel Documentation.

Are you sure you want to continue? [ysN]1 vy

Done?! — Have a nice day.
Press any key to continue . . .

C:wtemp~temp>

After running the script you will find 4 additional rules for Sentinel on the
firewall. If you are using a 3rd party firewall, please contact your systems/security

administrator.

10
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Configuring Sentinel Server

To configure the system you should log-in to the Sentinel site. Click "Start >
Programs - Sentinel - Web Sentinel", or go to http://localhost/Sentinel in your web

browser. Please note that in order to be able to configure the sentinel server, you must
log-in while you are signed-on as a local administrator of the computer in which

sentinel is installed in.

After you have logged-in to the system, select "Settings" from the left menu panel. If
the left menu panel only shows the "Jobs™ and "History™ options, it means the system

didn't identify you as an administrator.

£ Sefilegs - Whsdows |miernet Explsser

i} =] b kst R SR ey K Bl
]
T o | g - @ = - i rPege = (5 Tgdu = r
5 5 -,
sentinal Settings
-_u_l_ﬂlt_ﬂ__ ; Trecument setings
_.ﬂ#-]m— Drelete unprmted jobs after BT
_U'E_‘I"H-'.Eﬂ- Clear hssory afies !3{: | dees
Ipsnrs
ML e — Priutisg sartings
_lqmﬂ! Print option &l documaenis -

Email pomfication sefrmes
Empnil addr=ss [ |
SMTFP server [ |

Send emal notfication when the following event tvpes ocom
CEwer [Sywem Ereer ] Seowtry [ Wamng [ lnfonmtion

TP seimisgs

LDP poct |TI01 & Larcee TP After User

Carl Reader Seinmgs

Bead Chesweiers From Card: | [= Copert Hex To Decmal

% Local nbrarai Lo -

In the Settings screen, set the following options:

e Delete unprinted jobs after [X] hours: In here you can specify how much time
Sentinel will keep a print job in its queue in case a print was made by a user

but never released using the device.
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Clear history after [X] days: In here you can specify the time Sentinel should

keep the print jobs on the "History" screen.

Print Option: If several print jobs are waiting for the user, you can select if you
want the user to get all of his jobs at once ("all documents™) or should he pass

his card for each job separately ("last job™).

Email Settings: This place allows you to set different mail settings (server,

address and report types) for real time monitoring of different aspects.

TCP/IP Settings: These settings allow you to change the working
communication port of the system and LPR printing setting. Please note that

changing these settings can prevent the system from functioning properly.

Card Reader Settings: Sentinel can work with different cards/readers/clients.
Each unit should be configured properly. It is not recommended to change

these settings as it may prevent Sentinel devices from working properly.

License Code Settings: This area contains your current license for Sentinel.

12
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Adding a new device to the system

Before using a new device, it must be configured properly.
1. Attach the new device to the network.

2. Click "Start - Programs - Sentinel - DS Manager"

3. The D.S. Manager program will run and start looking for new devices.

™ DS Manager - ¥3.6.6

Acceszs mode:

Local Device Servers [auto-dizcovery by broadcast]

>

=101 x|

Refrezh

= 0.120.0.0.8.47 192.168.0.87 [local)

el

Status | AL | IP | Owner/Device n| Settingz
|Jparade
Initialize

R outing Status

Buzzl
Change IP
Add
Device Serverz on the local netwaork, segment. Thiz ligt iz created automatically by the DS Manager.
@ Click here ta learn more about the auto-dizcovery access mode. More info...
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4. From the device list, select the device you want to configure, and double click

it, the device's settings window will appear:

¥ settings: DS <¥3.63+NL> =10l x|
Metwark: | E-:unne-:tiu:unl Serial pu:urtl Outbound packetsl All I
Owiner narne
Device name
MAC-address 0120.0.0.8.47
DHCP - Dizabled
IP-address 192 168.0.81
Paort Fa0
Feqgistration at dDMS Server | 0- Dizabled
dirE Semer IP-addresz | [imelewvant]
dlkE Semer port [irrelesarit]
Auto-regiztration on Link Sery| 0- Dizabled
PPPoE mode 0- Dizabled
FEFoE logim name [irrelesyart]
FEFGE lagin passwond [irrelesarit]
Gateway IP-addrezs 192.168.0.1
Subret mazk 255,255, 255.0
© T Save | Load | Pazsword | ITI Cancel |
A

5. Click the <Load> button and select the predefined settings file from the

Sentinel path. This will load all the standard settings for the device

2 2lx
Loak i Il.i' Sentinel j €] ¥ e -
Queue
SDF
. CefaultDeviceSettings. ds
File name: IDefauItD evices ettingsz | Open I

j Cancel |

Filez af type: IDS Configuration script files [*.dz]
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6. now you need to set up the specific definitions which will match your network
environment and your sentinel system, these settings include:
IP-address
Gateway IP-address
Subnet Mask

Destination IP-address
After configuring the device itself we must configure Sentinel to use it.

After logging to the system (click "Start - Programs = Sentinel - Web Sentinel",

or go to http://localhost/Sentinel in your web browser) click "Devices" on the left

menu.

On the screen you should see all the devices currently configured. Pressing "Edit..."

will let you edit the settings for the selected device.

To add a new device, click on "Add New Device" at the bottom of the table.

/} pevices - Microsoft Internet Explorer 17 =l
File Edit ‘Wiew Favorites Tools Help | f,'
OBack - d ' d \ELI ;\J /..-\: Search \f\'f:’ Favorites @?| = u,'. | - |'|_ja - ﬁ ‘i‘i
Address I@ http:flocahost jsentinel Devices . asp: j Go |Links » @ -
¢ Devices I
Search for: | | in field: | Altemate Printer | criteria: |contains 4| Search

| Jobs IPAddress Printer Printer Type Location Description Edit  Delete

History 132.168.0.51 Sentinel-1-BW B Edit.. Delete

Printers 0.0.0.0 Zentinel-2-BW B Edit... Delete

|Devices | | Add Mew Dewvice... |

Users

Log

Settings

Reports

After clicking the link you will get the "Add Device" form.
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L)

Ly ]

M A e (i = |k Page - 0 Tooks -

= ] o acehoc endiney Teracekend rost A o | 4| K Bl-l o

Audd Deivien

IPAlidrass [= 1 = |
Laocation

De=criphom

Priwtar Adabs FOF
Alarnace Prinves

Heary Dui
Priwtar

Priwtor Typa Uredefined

Defauh Primter

P o Allow AN Dhenn All

Alaximnm Fages
To Ceallrm

Alaximum Fages
To Chasge Prinver

Farce Bill Code

Comnt PsPel

Friwter Acception
Usars

Usars lirai

S Local intrarat L Iorn -

IP Address: Enter the IP Address of the new device.

Location: In here you can describe the device location.

Description: In here you can enter the device description.

Printer: Here you get to choose which printer is attached to the device.

Alternate Printer: Select an alternate printer to print the jobs if the main printer

Is failing.

Heavy Duty Printer: If the "Maximum Pages to Change Printer" is lower then
the number of pages in the current job, the job will be printed on this heavy

duty printer.

Printer Type: Select the type of the printer (Black and White / Color / Cheques/

Labels or undefined)

16
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e Default Printer Permission: Select whatever Sentinel should allow prints from

everyone (with exceptions) or should deny all prints (with exceptions)

e Maximum Pages to confirm: This is used only for virtual devices (non physical
devices which are defined as IP 0.0.0.0). Here you can choose the number of
pages that will cause Sentinel popup to start and ask for a confirmation in the

user's workstation before releasing the print job.

e Maximum Pages to Change Printer: Here you can choose the number of pages

that will cause Sentinel to switch the printer to the Heavy Duty one.

e Force Bill Code: When using the pop-up client, this will define the number of

pages that can be printed without entering a bill code.

e Count PS/PCL.: This setting defines the way Sentinel counts pages. You should
leave this box unchecked unless a different count way is required by the

system.

e Printer Exception Users: Whatever you choose "Allow all” or "Deny all" on
"Default printer Permission”, you can add the exceptions here. Select the user
from the users list and press <Add User> in order to add a user. To remove a

user, select it from the Exceptions list and click <Remove>.

When done, Click <Insert> to add the new device to the devices list.
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Adding New Users

Before a user can print using Sentinel he must be added to the system.

To add a user log on to the Sentinel web interface and click "Users" on the left menu.

/= Users
QO e ) o o

[==] B - 6 8- (e~ G- T

lram fram

On the screen you should see all the users currently configured on the system. To edit

a user click the <Edit...> link. To add a new users click <Add New User...>

You should see the "Add User" form.

Allorr Weh Release [

Alezsage

BV Limit

Cobor Limit

Cheqgmes Limit |

Labels Limit [ 1]

Usdefined Limit | | a
2
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e User: Enter the name of the user. When using the pop-up client, this name must

be the same as the user name on the Windows system.
e Description: Add here any description you want about the user.
e Card ID: Enter the card ID of the user.

e Print Options: This setting override the same settings as defined on the General

Settings page. To keep the default settings, set it to "use default".

e Administrator: Checking this box will set the user as an administrator for the
Sentinel system. An administrator can connect to the sentinel web interface
from remote machines and get the administrator menu as shown above (non

administrators will only see their print jobs).

e Allow Web Release: Checking this box will allow the user to log on the
Sentinel server web interface and release his jobs without using the reader

device.

e Message: A message that will be presented to the user while accessing the web

interface.

e [X] Limit: These areas allow you to set a printing limit to different print types
(B&W prints, color prints, etc'). Please note that setting the fields to O (zero)
will disable all the prints for the current type. To set fields to "unlimited" leave
it blank.

After configuring the user press <Add> to apply the settings.
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Logging and Errors

The log is where you can see all events, errors and warnings occur is the system. To

get to it, simply click "Log" on the left menu.

By o emetbwrer T
File Edit ‘“iew Favworites Tools Help | #
eBack - e - B @ @‘psaarch %Favor\tes ®| @- % @ - D|&‘vﬁ )‘R
Address I@ http: flocalhostisentineliLag. aspx ﬂ Ga | Links >
Gougie v VIGo *n@ 9 ﬁ ~ D~ | 7 Bookmarks = @38 blacked ‘ ?Check » 8 Autolink - EAutoHII BSend to- ﬁ @Settmgsv =
Clear Log |
& 5000 Start TDP listner 2500572007 12:31:44 Port Mumber =7001
=
lilililili g Local intranet
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